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1. Policy Statement
1.1 This Annex to the Brooke Weston Trust Acceptable Use Policy has been created in response to the

COVID-19 pandemic. From 20th March 2020 parents and carers were asked to keep their children at
home, wherever possible, and for schools to remain open only for selected students who absolutely need
to attend. Schools and all childcare providers were asked to provide care for a limited number of children
namely children who are vulnerable, and children whose parents are critical to the COVID-19 response
and cannot be safely cared for at home.
1.2 This Annex must be read in conjunction with the Brooke Weston Trust Acceptable Use Policy. Guidance

from the DFE is being reviewed and updated regularly as we navigate through these unprecedented
times and therefore this Annex will also be updated as required.
1.3 This Annex of the Brooke Weston Trust’s Acceptable Use Policy contains details of our reviewed

safeguarding arrangements in the following areas:
• Online Learning (Microsoft Teams)
• Reporting Online Safeguarding Concerns
• E-safety
• Code of Conduct – ICT Acceptable Use
2. Who does this annex apply to?
2.1 This Annex applies to all volunteers, students, visitors, governors, parents or carers and staff working for

The Brooke Weston Trust.
3. Who is responsible for carrying out this annex?
3.1 The Principal is responsible for implementing this policy.
4. What are the principles behind this policy?
4.1 Brooke Weston Trust is committed to ensuring that during school closure, teachers will provide learning

activities for students to complete at home. This may include use of online learning platforms.
5. Procedures
Online Learning (Microsoft Teams)
5.1 Brooke Weston Trust utilises Microsoft Teams as the learning platform and provides unrestricted

communication to staff classes and student groups on the understanding that:
• All users will only use Microsoft Teams to teach students and communicate with colleagues in a
school capacity.
• When communicating on Microsoft Teams, it is important that:
o Staff are appropriately dressed and in a setting which allows them to have a professional
meeting
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Staff and students do not inappropriately use the chat function (this can be blocked
within classes and by admin)
Staff and students should not use the video functionality when teaching. It is
recommended that students switch off their microphones to limit issues and can use the
chat functionality to ask questions. If it is deemed appropriate a student can activate
their microphone but should be appropriate. Lessons delivered must be recorded to
protect staff and students.
Staff should record, the length, time, date and attendance of any online teaching
sessions held
There should be no 1-1 teaching. If it if absolutely necessary, prior agreement must be
sought from the Principal and must be recorded - even voice only
Safeguarding staff may conduct 1-1 meetings and these must be recorded unless it
compromises the student disclosing. A risk assessment must be completed in this
situation
Language must be professional and appropriate, including any family members in the
background
Any computers used should be in appropriate areas, for example, not in bedrooms; and
the background should be blurred.
You are mindful of confidentiality as you will be working from home. Ensure that no one
else can see your screens when sending information and always lock your laptop when
you are not working, even if it is only for a minute or two. Do not discuss students with
anyone other than work colleagues and take care that you cannot be overheard.
Staff should record, the length, time, date and attendance of any sessions held.

5.2 Although online assessment packages such as Hegarty maths, Seneca, SAM Learning, GCSE Pod, etc. can

be used it is important that the software is suitably age restricted and that communication within those
packages are kept to a minimum. Software used should be agreed to by the IT team and your line
manager within school.
5.3 External software must have relevant security measures in place and should for example meet industry

standards. Personal information should be limited with these packages, for example student login details
could be their Admission number within school so that names and surnames, etc. are not shared. For
example 12345@brookewestontrust.org.
5.4 No user will access, download, store, bookmark or record websites containing inappropriate content. It is

also important that users do not direct students to websites that contain inappropriate content or have
unsuitable age restrictions. Websites such as TikTok, Facebook, etc. are 13+ and YouTube is 13+ and 11+
with parental permission. All video links should be checked for age-appropriateness before distributing
to students.
5.5 No other learning platforms, social media or video conferencing can be used for online remote

teaching.
Reporting Online Safeguarding Concerns
5.6 We have a responsibility when it comes to e-safety and need to ensure the school’s online procedures

keep children and young people safe.
5.7 If you think a child is in immediate danger, contact the police on 999. If you're worried about a child but

they are not in immediate danger, you should share your concerns with the schools Designated
Safeguarding Lead and follow your school’s child protection procedures (e.g. CPOMS).
5.8 Online abuse is any type of abuse that happens on the internet, facilitated through technology like

computers, tablets, mobile phones and other internet-enabled devices (Department for Education, 2018;
Department of Health, 2017; Scottish Government, 2014; Welsh Assembly Government, 2018).
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5.9 It can happen anywhere online that allows digital communication, such as:
•
•
•
•
•
•

social networks
text messages and messaging apps
email and private messaging
online chats
comments on live streaming sites
voice chat in games.

5.10 Children and young people can be revictimised (experience further abuse) when abusive content is

recorded, uploaded or shared by others online. This can happen if the original abuse happened online or
offline. Children and young people may experience several types of abuse online:
• bullying/cyberbullying
• emotional abuse (this includes emotional blackmail, for example pressuring children and young
people to comply with sexual requests via technology)
• sexting (pressure or coercion to create sexual images)
• sexual abuse
• sexual exploitation
5.11 Reporting online child abuse images

It's against the law to produce or share images of child abuse, even if the image was self-created. This
includes sharing images and videos over social media. If you see a video or image that shows a child
being abused:
• Don’t comment, like or share the video or image, as this will distribute it further
• Report it to the website you've seen it on
Report it to your Designated Safeguarding Lead
E-safety
5.12 Principals will ensure that relevant e-safety advice for students and parents/carers is available through

the schools website/other appropriate means.
5.13 Information and support for children and young people about staying safe online can be found at:
• Childline - for support
• UK Safer Internet Centre - to report and remove harmful online content
• CEOP - for advice on making a report about online abuse
5.14 Information and support for parents and carers to keep their children safe online includes:
• National Online Safety – produces a wide range of parent guides
• Internet matters - for support for parents and carers to keep their children safe online
• London Grid for Learning - for support for parents and carers to keep their children safe online
• Net-aware - for support for parents and careers from the NSPCC
• Parent info - for support for parents and carers to keep their children safe online
• Thinkuknow - for advice from the National Crime Agency to stay safe online
• UK Safer Internet Centre - advice for parents and carers
6. IT Acceptable Use Code of Conduct for Staff:
5.15 I understand that I must use the Trust’s IT facilities in a responsible way, to ensure that there is no risk to

my safety or to the safety and security of the systems, other users and students. I recognise the value of
the use of digital technology for enhancing learning and will ensure that students receive opportunities
to gain from the use of digital technology. I will, where possible, educate the young people in my care in
the safe use of digital technology and embed online safety in my work with young people.
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5.16 In addition to adhering to the Acceptable Use Policy detailed above and the Trust’s Professional and Safe

Conduct Policy, I will comply with the below code of conduct which has been developed to ensure my
professional and personal safety when delivering online learning.
5.17 For my professional and personal safety:
• I understand and accept that the Trust will fully monitor my use of the school digital technology
•

•

•
•
•
•
•
•

and communications systems.
I understand that if my activity causes any concerns, safeguarding software installed across the
Trust may automatically alert appropriate safeguarding specialists who may choose to
investigate depending on the content of the alert.
I understand that the rules set out in this agreement also apply to use of Trust provided ICT
technologies (e.g. laptops, email, data etc.) out of school, and to the transfer of personal data
(digital or paper based) out of school.
I will always lock or sign out of any device I am not actively using or will be leaving unattended.
I will only use chat and email functionality on Trust issued devices.
I will immediately report any illegal, inappropriate or harmful material or incident I become
aware of, my line manager or appropriate person.
I will immediately report and potential data breaches to the Headteacher/GDPR Nominated
contact.
I will only use equipment that is provided by the Trust for teaching and school-related activities.
I understand that if I leave the Trust, all my digital accounts will be suspended and my data
deleted at the Trust’s discretion.

5.18 I will be professional in my communications and actions when using Trust systems:
• I will not access, copy, remove or otherwise alter any other user’s files, without their express
•
•

•
•
•
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permission.
I will communicate with others in a professional manner, I will not use aggressive or
inappropriate language.
I will ensure that when I take and/or publish images of others I will do so with their permission
and in accordance with the Trusts GDPR policy guidance on consent for digital/video images. I
will not use my personal equipment to record these images, unless I have permission to do so.
If I am responsible for updating social networking sites on behalf of the school, I will do so in
accordance with the school’s policies.
I will only communicate with students and parents/carers using official school systems. Any such
communication will be professional in tone and manner.
I will not engage in any on-line activity that may compromise my professional responsibilities.
This includes canvassing, lobbying, advocacy, or personal endorsement that has not been ratified
by the Trust.
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5.19 Ensuring safe and secure access to technologies and ensure the smooth running of the online platform

(Teams):
• When I use my personal digital device (e.g. personal laptop/tablets/phones) at home, I will follow
the rules set out in this agreement and need to ensure that I am using the device on a secure
network.
• I will not use personal email addresses for academy/Trust ICT services nor to register for any
services on behalf of the school.
• I will not open any hyperlinks in emails or any attachments to emails, unless the source is known
and trusted, or if I have any concerns about the validity of the email (due to the risk of the
attachment containing viruses or other harmful programmes) I will contact the ICT Support team
for advice
• I will ensure that I place my data in my approved areas (my Home Directory/OneDrive area) or a
shared area if appropriate and I have been given access. If I house data anywhere else other than
these approved locations I understand that the school IT service will not back it up and I will take
responsibility for backing up any such data. I will not house any personal data on any Trust
system.
• I will not try to upload, download or access any materials which are illegal (any data covered by
the Obscene Publications Act) or inappropriate or may cause harm or distress to others. I will not
try to use any programmes or software that might allow me to bypass the filtering/security
systems in place to prevent access to such materials.
• I will not install or attempt to install programmes of any type on a machine, or store programmes
on a computer, nor will I try to alter computer settings, unless I have been given permission to.
• I will not disable or cause any damage to school/academy equipment, or any equipment
belonging to others.
• I will only transport, hold, disclose or share personal information about myself or others, as
outlined in the Trust Data Protection GDPR Policy. Where digital personal data is transferred
outside the secure local network, you must take the necessary steps to ensure that the data is
shared securely by either encrypting, password protecting or the use of Office365. Paper based
protected and restricted data must be held in lockable storage.
• I understand that GDPR law requires that any staff or student data to which I have access, will be
kept private and confidential, except when it is deemed necessary that I am required by law or
by Trust policy to disclose such information to an appropriate authority.
• I will immediately report any damage or faults involving equipment or software, however this
may have happened.
• I will not share my personal email address or phone number with students or parents.
5.20 When using the internet in my professional capacity or for school sanctioned personal use:
• I will ensure that I have permission to use the original work of others in my own work
• Where work is protected by copyright, I will not download or distribute copies (including music

and videos).
5.21 I understand that I am responsible for my actions inside and outside of the Trust:
• I understand that this Acceptable Use Policy applies not only to my work and use of Trust digital

•

technology equipment in school, but also applies to my use of Trust systems and equipment off
the premises and my use of personal equipment on the premises or in situations related to my
employment by Trust
I understand that if I fail to comply with this Acceptable Use Policy Agreement, I could be subject
to disciplinary action in line with the Trust’s Disciplinary Policy.

5.22 I have read and understand the above and agree to use the school digital technology systems for Online

Learning and my own devices within these guidelines.
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Information Systems Acceptable Use Policy for Students
5.23 All students will have signed this document when they joined the school. Principals should ensure that

children and young people are aware of their responsibilities when using Microsoft Teams.
6. Policy Review
6.1 As required by government updates or September 2020, whichever is sooner.
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